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JLMS Management Ltd (College. But Different) 
 
Information Security Policy:  
Version 6 – April 2022 
Review date – April 2023 
 
1 Introduction 

 

The confidentiality, integrity and availability of information, in all its forms, are critical to the 
on-going functioning and good governance of JLMS Management Ltd (College.But Different) 
Failure to adequately secure information increases the risk of financial and reputational losses 
from which it may be difficult for JLMS Management Ltd (College.But Different) to recover. 
This information security policy outlines JLMS Management Ltd (College.But Different) 
approach to information security management. It provides the guiding principles and 
responsibilities necessary to safeguard the security of the Company’s information systems. 
Supporting policies, codes of practice, procedures and guidelines provide further details. JLMS 
Management Ltd (College.But Different) is committed to a robust implementation of 
Information Security Management. It aims to ensure the appropriate confidentiality, integrity 
and availability of its data. The principles defined in this policy will be applied to all of the 
physical and electronic information assets for which JLMS Management Ltd (College.But 
Different) is responsible. JLMS Management Ltd (College.But Different) is specifically 
committed to preserving the confidentiality, integrity and availability of documentation and 
data supplied by, generated by and held on behalf of third parties pursuant to the carrying 
out of work agreed by contract in accordance with the requirements of data security standard 
ISO 27001. 

 

1.1 Objectives 
 

The objectives of this policy are to: 

 

1. Provide a framework for establishing suitable levels of information security for all JLMS 
Management Ltd (College.But Different) information systems (including but not limited to all 
Cloud environments commissioned or run by JLMS Management Ltd (College.But Different), 
computers, storage, mobile devices, networking equipment, software and data) and to 
mitigate the risks associated with the theft, loss, misuse, damage or abuse of these systems. 

a. This explicitly includes any ISO27001-certified Information Security Management 
Systems the Company may run. 

b. The resources required to manage such systems will be made available 
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c. Continuous improvement of any ISMS will be undertaken in accordance with Plan 
Do Check Act principles 

 

2. Make certain that users are aware of and comply with all current and relevant UK and EU 
legislation. 

3. Provide the principles by which a safe and secure information systems working 
environment can be established for staff, students and any other authorised users. 

4. Ensure that all users understand their own responsibilities for protecting the confidentiality 
and integrity of the data that they handle. 

5. Protect JLMS Management Ltd (College.But Different)  from liability or damage through the 
misuse of its IT facilities. 

6. Maintain research data and other confidential information provided by suppliers at a level 
of security commensurate with its classification, including upholding any legal and contractual 
requirements around information security. 

7. Respond to changes in the context of the organisation as appropriate, initiating a cycle of 
continuous improvement. 

 

1.2 Scope 
 

This policy is applicable to, and will be communicated to, all staff, students, other members 
of the Company and third parties who interact with information held by JLMS Management 
Ltd (College.But Different) and the information systems used to store and process it. This 
includes, but is not limited to: Cloud systems developed or commissioned by JLMS 
Management Ltd (College.But Different), any systems or data attached to JLMS Management 
Ltd (College.But Different) data or telephone networks, systems managed by JLMS 
Management Ltd (College.But Different), mobile devices used to connect to JLMS 
Management Ltd (College.But Different) networks or hold data over which JLMS Management 
Ltd (College.But Different) holds the intellectual property rights, data over which JLMS 
Management Ltd (College.But Different) is the data controller or data processor, electronic 
communications sent from JLMS Management Ltd (College.But Different). 

 

2 Policy  

 

2.1 Information security principles  
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The following information security principles provide overarching governance for the 
security and management of information at JLMS Management Ltd (College.But Different)   

 

1. Information should be classified according to an appropriate level of confidentiality, 
integrity and availability (see Section 2.3. Information Classification) and in accordance with 
relevant legislative, regulatory, and contractual requirements (see Section 2.2. Legal and 
Regulatory Obligations).  

2. Staff with responsibilities for information (see Section 3. Responsibilities) must ensure the 
classification of that information; must handle that information in accordance with its 
classification level; and must abide by any contractual requirements, policies, procedures, or 
systems for meeting those responsibilities.  

3. All users covered by the scope of this policy (see Section 1.2. Scope) must handle 
information appropriately and in accordance with its classification level.  

4. Information should be both secure and available to those with a legitimate need for 
access in accordance with its classification level. a. On this basis, access to information will 
be based on least privilege and need to know.  

5. Information will be protected against unauthorized access and processing in accordance 
with its classification level.  

6. Breaches of this policy must be reported (see Sections 2.4. Compliance and 2.5. Incident 
Handling).  

7. Information security provision and the policies that guide it will be regularly reviewed, 
including through the use of annual internal audits and penetration testing.  

8. Any explicit Information Security Management Systems (ISMSs) run within the Company 
will be appraised and adjusted through the principles of continuous improvement, as laid 
out in ISO27001 clause 10.  

 

2.2 Legal & Regulatory Obligations  

 

JLMS Management Ltd (College. But Different) has a responsibility to abide by and adhere to 
all current UK and EU legislation as well as a variety of regulatory and contractual 
requirements. A non-exhaustive summary of the legislation and regulatory and contractual 
obligations that contribute to the form and content of this policy is provided in Appendix A. 
Related policies will detail other applicable legislative requirements or provide further detail 
on the obligations arising from the legislation summarised below.  

 

2.3 Information Classification  
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The following table provides a summary of the information classification levels that have 
been adopted by JLMS Management Ltd (College.But Different) and which underpin the 8 
principles of information security defined in this policy. These classification levels explicitly 
incorporate the General Data Protection Regulation’s definitions of Personal Data and 
Special Categories of Personal Data, as laid out in JLMS Management Ltd (College.But 
Different) Data Protection Policy, and are designed to cover both primary and secondary 
research data.  

 

Detailed information on defining information classification levels and providing appropriate 
levels of security and access is provided in the Data Classification Standard. Information may 
change classification levels over its lifetime, or due to its volume. 

 

Security 
Level  

Definition Examples FOIA2000 status 

1. 
Confidential 
 

Normally accessible 
only to specified 
members of JLMS 
Management Ltd 
(College.But 
Different) staff. 
Should be held in 
an encrypted state 
outside JLMS 
Management Ltd 
(College.But 
Different) systems; 
may have 
encryption at rest 
requirements from 
providers. 
 

GDPR-defined Special 
Categories of personal data 
(racial/ethnic origin, political 
opinion, religious beliefs, 
trade union membership, 
physical/mental health 
condition, sexual life, 
criminal record) including as 
used as part of primary or 
secondary research data; 
patient-level observations; 
aggregated patient data 
containing observations 
created using 5 or fewer 
patient-level observations; 
passwords; large aggregates 
of personally identifying 
data (>1000 records) 
including elements such as 
name, address, telephone 
number.  
 

Subject to significant 
scrutiny in relation 
to appropriate 
exemptions/ public 
interest and legal 
considerations. 
 

2. Restricted 
 

Normally accessible 
only to specified 
members of JLMS 
Management Ltd 
(College.But 
Different 

GDPR-defined Personal Data 
(information that identifies 
living individuals including 
home / work address, age, 
telephone number, schools 
attended, photographs); 

Subject to significant 
scrutiny in relation 
to appropriate 
exemptions/ public 
interest and legal 
considerations. 
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 reserved committee 
business; draft reports, 
papers, and minutes; 
systems 
 

 

3. Internal 
Use 
 

Normally accessible 
only to members of 
JLMS 
MANAGEMENT LTD 
(COLLEGE BUT 
DIFFERENT) staff  

Internal correspondence, 
final working group papers 
and minutes, committee 
papers, information held 
under license 
 

Subject to scrutiny in 
relation to 
appropriate 
exemptions/ public 
interest and legal 
considerations  
 

4. Public  
 

Accessible to all 
members of the 
public  
 

Annual accounts, minutes of 
statutory and other formal 
committees, pay scales etc. 
Information available on the 
JLMS Management Ltd 
(College.But Different)  
website 

Freely available on 
the website.  
 

 

 

2.4 Compliance, Policy Awareness and Disciplinary Procedures  

 

Any security breach of JLMS Management Ltd (College.But Different) information systems 
could lead to the possible loss of confidentiality, integrity and availability of personal or 
other confidential data stored on these information systems. The loss or breach of 
confidentiality of personal data is an infringement of the General Data Protection 
Regulation, contravenes JLMS Management Ltd (College.But Different) Data Protection 
Policy, and may result in criminal or civil action against JLMS Management Ltd (College.But 
Different). The loss or breach of confidentiality of contractually assured information may 
result in the loss of business, financial penalties or criminal or civil action against JLMS 
Management Ltd (College.But Different). Therefore, it is crucial that all users of the 
Company’s information systems adhere to the Information Security Policy and its supporting 
policies as well as the Information Classification Standards. All current staff, students and 
other authorised users will be informed of the existence of this policy and the availability of 
supporting policies, codes of practice and guidelines. Any security breach will be handled in 
accordance with all relevant Company policies, including the Conditions of Use of IT 
Facilities at the JLMS Management Ltd (College.But Different) and the appropriate 
disciplinary policies. 

 

 



   

JLMS Management  Whistleblowing Policy V6 April 2022 

Page | 6 

2.5 Incident Handling  

 

If a member of the Company (staff or learner) is aware of an information security incident 
then they must report it to: James.welsh@collegebutdifferent.co.uk or telephone 01489 
783288. 

 

 

 

This policy will be reviewed annually on the date given at the start of this document 

 

Signed:  

 

Date:  

  

Name: James Welsh  

Position: Managing Director, JLMS Management Ltd (College.But Different) 

 
 

09/06/2022
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